Chief Audit Executive (CAE) IT Control Checklist

This IT control checklist is reproduced with permission from The Institute of Internal Auditors, and is taken from Section 19 (Appendix H) of the Global Technology Audit Guide (GTAG): Information Technology Controls.

Chief Audit Executives (CAEs) can use this checklist to examine their IT control framework to ensure the organization has addressed all control elements. The checklist can help the CAE understand the issues and plan for full internal audit coverage of the control areas.
	Action
	Questions

	1. Identify the IT control environment of the organization, including:

a. Values.

b. Philosophy.

c. Management style.

d. IT awareness.

e. Organisation.

f. Policies.

g. Standards.
	1. Do corporate policies and standards that describe the need for IT controls exist?

	2. Identify relevant legislation and regulation impacting IT control such as:

a. Governance.

b. Reporting.

c. Data protection.

d. Compliance.
	2. What legislation exists that impacts the need for IT controls?

3. Has management taken steps to ensure compliance with this legislation?

	3. Identify the roles and responsibilities for IT control in relation to:

a. Board of directors.

I. Audit committee.

II. Risk committee.

III. Governance committee.

IV. Finance committee.

b. Management.

I. CEO

II. CFO and controller

III. CIO

IV. CSO

V. CISO

VI. CLC

VII. CRO

c. Audit.

I. Internal Audit.

II. External Audit.
	4. Have all the relevant responsibilities for IT controls been allocated to individual roles?

5. Is the allocation of responsibilities compatible with the need to apply division of duties?

6. Are IT responsibilities documented?

7. Are IT control responsibilities communicated to the whole organization?

8. Do individual role holders clearly understand their responsibilities in relation to IT controls?

9. What evidence is there of individual role holders exercising their responsibilities?

10. Does internal auditing employ sufficient IT audit specialists to address the IT control issues?

	4. Identify the risk assessment process. Does it cover:

a. Risk appetite?

b. Risk tolerances?

c. Risk analysis?

d. Matching risks to IT controls?
	11. How is the risk appetite and tolerance of the organization determined?

12. Is the risk appetite and tolerance of the organization authorized at board level?

13. Is the risk appetite and tolerance clearly understood by all those with a responsibility for IT control?

14. Is a formal risk analysis process used by the organization?

15. Is the process understood by all those with responsibility for IT control?

16. Is the process used consistently throughout the organization?

	5. Identify all monitoring processes, including:

a. Regulatory.

b. Normal in-house

c. Other than internal auditing.
	17. What processes exist to monitor compliance with all relevant legislation plus internal policies and standards?

18. Are there monitoring processes carried out by management outside of internal audit?

	6. Identify information and communication mechanisms:

a. Control information.

b. Control failures.
	19. What metrics are provided to the board of directors, its committees and management in relation to IT security?

20. What additional reports are provided to the board of directors and to management on a regular basis?

21. Is management always provided with reports when there are IT control failures?

22. Do the board of directors and its committees receive similar reports of IT control failures?
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